ALAMEDA ALLIANCE FOR HEALTH

HELPFUL INFORMATION FOR MEMBERS ABOUT HEALTH CARE APPS

Updated: October 30, 2023

Thank you for choosing Alameda Alliance for Health (Alliance) as your health plan. We are here to
help you stay healthy and active. As your partner in health, the Alliance team put together this
information because you are considering a third-party app to retrieve your health care data.
Third-party applications are not owned, operated, or monitored by Alameda Alliance for Health
(“Alliance”).

There are other important things to consider before authorizing a third-party app to retrieve your
health care data.

This document was created to help you with information and resources regarding your
privacy and security so that you can make an informed decision when selecting an app for
your health care data. This document will provide:

1. General information on steps you may consider, to help protect the privacy and
security of your health information; and

2. Anoverview of the Health Insurance Portability and Accountability Act (“HIPAA”)
and how you can submit a complaint if you think your data has been breached or
used inappropriately.

1. General Information

It is important for you to take an active role in protecting your health information. Knowing what
to look for when choosing an app can help you make more informed decisions. When you look at
a health care app to help with your data, look for an easy-to-read privacy policy that clearly
explains how the app will use your data. If an app does not have a privacy policy, it may not be a
good idea to use the app.

PLEASE NOTE: Third-party health care apps may not be owned, operated, or monitored by the
Alliance.

Here are some other important questions to ask when you think about using a health care app:

e Has the app been certified by any regulatory agency?
e What health data will this app collect?
e Will this app collect non-health data from my device, such as my location?
e How will this app use my data?

o Will this app disclose my data to other third parties?

o Will this app sell my data for any reason, such as advertising or research?
e Will this app share my data for any reason? If so, with whom? For what purpose?
e How can | limit this app’s use and disclosure of my data?
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e What security measures does this app use to protect my data?
e What impact could sharing my data with this app have on others, such as my family
members?
e How does this app inform users of changes that could affect its privacy practices?
e How can | access my data and correct inaccuracies in data retrieved by thisapp?
e Does this app have a process for collecting and responding to user complaints?
e If I no longer want to use this app, or if | no longer want this app to have access to my
health information, how do | terminate the app’s access to my data?
o Whatis the app’s policy for deleting my data once | terminate access?
o Dol have to do more than just delete the app from my device?

If the app’s privacy policy does not clearly answer these questions or if there is no privacy policy,
you should reconsider using the app to access your health information. Health information is very
sensitive, and you should be careful to choose apps with strong privacy and security standards to
protect it.

For more information about how the Alliance may use or share your health information, please
refer to Alliance’s Notice of Privacy Practices.

Can | revoke access by the third-party application to my health information?

Once you authorize access, the third-party application will have access to your health
information for one year. You can revoke access to the third-party application at any time.

o To revoke access please visit:
https://us120.fhir.edifecsfedcloud.com/aha_auth/permissions

2. What are a member’s rights under the Health Insurance Portability and Accountability Act
(HIPAA) and who must follow HIPAA?

The U.S. Department of Health and Human Services (HHS) Office for Civil Rights (OCR) enforces
the HIPAA Privacy, Security, and Breach Notification Rules, which sets the rules for health care
entities to protect health care data. The HHS OCR also enforces the Patient Safety Act and Rule,
which establishes a voluntary reporting system to protect and enhance the data available to assess
and resolve patient safety and health care quality issues. The Patient Safety Act and Rule also
provides confidentiality protections for patient safety concerns.

You can find more information about member rights under HIPAA and who is obligated to follow
HIPAA here:

e www.hhs.gov/hipaa/for-individuals/guidance-materials-for-consumers/index.html

e HIPAA FAQs for Individuals: www.hhs.gov/hipaa/for-individuals/faq/index.html

Are third-party apps covered by HIPAA?
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Most third-party apps will not be covered by HIPAA, which means they do not have to follow
HIPAA rules. They will instead fall under the jurisdiction of the Federal Trade Commission (FTC)
and the protections provided by the FTC Act. The FTC Act, among other things, protects against
deceptive acts (e.g., if an app shares personal data without permission, despite having a privacy
policy that says it will not do so).

To learn more about how the FTC provides information about mobile app privacy and security for
consumers, please visit www.consumer.ftc.gov/articles/0018-understanding-mobile-apps.

What can you do if you think your data may have been breached or an app used your data
inappropriately?

You may file a complaint to OCR, FTC, or the Alliance, if you believe your data may have been
breached or if an app used your data inappropriately.

To file a complaint:
Report a health care data breach: www.hhs.gov/hipaa/filing-a-complaint/index.html
Report fraud, waste, abuse, or mismanagement: https://reportfraud.ftc.gov/#/assistant

Report a complaint to the Alliance: Privacy@alamedaalliance.org

ALAMEDA

Allianc
FOR HEALTH

Would you like more support? Please call the Alliance Member Services Department
Monday — Friday, 8 am —5 pm

Phone Number: 1.510.747.4567 * Toll-Free: 1.877.932.2738

People with hearing and speaking impairments (CRS/TTY): 711/1.800.735.2929
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NOTICE OF NONDISCRIMINATION

Discrimination is against the law. Alameda Alliance for Health (Alliance) follows State and Federal
civil rights laws. The Alliance does not unlawfully discriminate, exclude people, or treat them
differently because of sex, race, color, religion, ancestry, national origin, ethnic group
identification, age, mental disability, physical disability, medical condition, genetic information,
marital status, gender, gender identity, or sexual orientation.

The Alliance provides:

e Aidsand services to people with disabilities to help them communicate better at no cost, such
as:
0 Qualified sign language interpreters.
0 Written information in other formats (large print, audio, accessible electronic
formats, other formats).
e Language services to people whose primary language is not English at no cost, such as:
0 Qualified interpreters.
0 Information written in other languages.

If you need these services, contact:

Alameda Alliance for Health

Monday — Friday, 8 am =5 pm

Phone Number: 1.510.747.4567

Toll-Free: 1.877.932.2738

People with hearing and speaking impairments (CRS/TTY): 711/1.800.735.2929

Upon request, this document can be made available to you in braille, large print, audiocassette,
or electronic form.

To obtain a copy in one of these alternative formats, please call or write to:

Alameda Alliance for Health

1240 South Loop Road

Alameda, CA 94502

Monday — Friday, 8 am —5 pm

Phone Number: 1.510.747.4567

Toll-Free: 1.877.932.2738

People with hearing and speaking impairments (CRS/TTY): 711/1.800.735.2929
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HOW TO FILE A GRIEVANCE

If you believe that the Alliance has failed to provide these services or unlawfully discriminated in
another way on the basis of sex, race, color, religion, ancestry, national origin, ethnic group
identification, age, mental disability, physical disability, medical condition, genetic information, marital
status, gender, gender identity, or sexual orientation, you can file a grievance with the Alliance.

You can file a grievance by phone, in writing, in person, or electronically:

By phone:

Alliance Member Services Department

Monday — Friday, 8 am —5 pm

Phone Number: 1.510.747.4567

Toll-Free: 1.877.932.2738

People with hearing and speaking impairments (CRS/TTY): 711/1.800.735.2929

In writing: Fill out a complaint form or write a letter and send it to:

Alameda Alliance for Health

ATTN: Alliance Grievances and Appeals Department
1240 South Loop Road

Alameda, CA 94502

In person: Visit your doctor’s office or the Alliance and say you want to file a grievance.

Electronically: Visit the Alliance website at www.alamedaalliance.org.

OFFICE OF CIVIL RIGHTS — CALIFORNIA DEPARTMENT OF HEALTH CARE SERVICES

You can also file a civil rights complaint with the California Department of Health Care Services,
Office of Civil Rights by phone, in writing, or electronically:

By phone:

California Department of Health Care Services (DHCS)
Phone Number: 1.916.440.7370
People with hearing and speaking impairments (TRS): 711

In writing: Fill out a complaint form or send a letter to:

Deputy Director, Office of Civil Rights
California Department of Health Care Services
P.O. Box 997413, MS 0009

Sacramento, CA 95899-7413

Complaint forms are available at www.dhcs.ca.gov/Pages/Language_Access.aspXx.

Electronically: Send an email to civilrights@dhcs.ca.gov.
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OFFICE OF CIVIL RIGHTS — U.S. DEPARTMENT OF HEALTH AND HUMAN SERVICES

If you believe you have been discriminated against on the basis of race, color, national origin,
age, disability or sex, you can also file a civil rights complaint with the U.S. Department of Health
and Human Services, Office for Civil Rights by phone, in writing, or electronically:

e By phone:

U.S. Department of Health and Human Services, Office for Civil Rights
Toll-Free: 1.800.368.1019
People with hearing and speaking impairments (TTY/TDD): 1.800.537.7697

e In writing: Fill out a complaint form or send a letter to:

U.S. Department of Health and Human Services
200 Independence Avenue, SW

Room 509F, HHH Building

Washington, D.C. 20201

Complaint forms are available at www.hhs.gov/ocr/office/file/index.html.

e Electronically: Visit the Office for Civil Rights Complaint Portal at
https://ocrportal.hhs.gov/ocr/portal/lobby.jsf.
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LANGUAGE ASSISTANCE SERVICES

English Tagline

ATTENTION: If you need help in your language call 1.877.932.2738 (TTY: 1.800.735.2929). Aids
and services for people with disabilities, like documents in braille and large print, are also
available. Call 1.877.932.2738 (TTY: 1.800.735.2929). These services are free of charge.

(Arabic) 4oL ylaidl

1.877.932.2738 5 Jsaild ccliab suclull J) comim! 13] 1ol (523

D9S8l ldiiunall Jio «@BleYl (593 (olead Wilodsdly Cilue luwl Uiyl 48435 .(TTY: 1.800.735.2929)
1.877.932.2738 > il . 4l Jasdly oy ddsylay

Ailre @ledsdl oda L(TTY: 1.800.735.2929)

wjbptu whwnwy (Armenian)

NFSUNFE3NFL: Grb Qtiq ogunieyncl E hwplywynp 26p |Gauny, quwugwhwnbe
1.877.932.2738 (TTY: 1.800.735.2929): LYwl Lwl. odwlunwy Uhongubp nL dwnwjnipjnculbn
hwydwlunwuntpnu nltubgnn wudwug hwdwp, ophuwy™ ~pwyth gpwnhwny ni
hun2npwwnwn nwywagpywd Unebp: 2wuqwhwnpbe 1.877.932.2738 (TTY: 1.800.735.2929):
Wn dwnuwjniejntbutpu wudéwn Gu:

NN AINFNANLS (Cambodian)

GaM: 105 (51 MINSW M IUNIHS Y SI1i001511U8 1.877.932.2738 (TTY:
1.800.735.2929)¢ NS SH 1UNAY (U(ENU NSO SGMAMMIINIITNMHAHN
UENUNSAMITES URSMNININMHSPINYS SEGIsc SRz giingmius
1.877.932.2738 (TTY: 1.800.735.2929)9 1tUNHYSIHISBSASIGIS] U

& A P 3XHRIE (Simplified Chinese)

AR NREHEELCHENEIRMESE) » 152 1.877.932.2738 (TTY: 1.800.735.2929) ©
AR INEREE I TRE A TBEEBIAARSS > BIUNE XA AR F AR - 1R IS5 @EEUE o
T5EEE 1.877.932.2738 (TTY: 1.800.735.2929) o XLEARZELE R ERAT ©

&k 3XAR1E (Traditional Chinese)

AR NREHEELCHEEIRMESE) » 152 1.877.932.2738 (TTY: 1.800.735.2929) ©
jj%ukﬁi\ﬁﬂﬁff AEBEEBFIRS » HIUIE XABERARFARIR - 25 EEE °
E3E 1.877.932.2738 (TTY: 1.800.735.2929) ° XLEARSZER 2 R ERAY o

(Farsi) (auyls by @ wlbbo

ulos 1.877.932.2738 (TTY: 1.800.735.2929) | 1uiS sl ) SeS 365 o) 4 wudle> (o S idzgs
Syip ogy> b wls g Jip bz Sladasuw sile wdgles shls sl Goguae Gloss ¢ SLS 145
&l Sloss oyl 20350 Gwles 1.877.932.2738 (TTY: 1.800.735.2929) L .cuwl 3g>g0 ju

g C1j|_)|
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& &IraTsa (Hindi)

€T &: 31T 3TTIhT 37911 HTNT H G shT TaThdT ¢ o 1.877.932.2738 (TTY:
1.800.735.2929) GX el Y | 3TRIFAT aTel AildN o Tl T iR JaTT, I siel iR a3 e &
oY SETAST SISt ¢ 1.877.932.2738 (TTV: 1.800.735.2929) T hict Y | A Hal fol: e B |

Nge Lus Hmoob Cob (Hmong)

CEEB TOOM: Yog koj xav tau kev pab txhais koj hom lus hu rau 1.877.932.2738 (TTY:
1.800.735.2929). Muaj cov kev pab txhawb thiab kev pab cuam rau cov neeg xiam oob ghab,
xws li puav leej muaj ua cov ntawv su thiab luam tawm ua tus ntawv loj. Hu rau 1.877.932.2738
(TTY: 1.800.735.2929). Cov kev pab cuam no yog pab dawb xwb.

HAEEZKRED (Japanese)

FEBARZBCOMGNBHELIFE (F 1.877.932.2738 (TTY: 1.800.735.2929) ~HEEE C 12 &
W, BFOEHCXFOMARTEE. BHAVWEZEFELOADILHOY—E ZLHEL
TWFET., 1.877.932.2738 (TTY: 1.800.735.2929) ~HFEEC I3\, ChoDH—E 2l
BETRELTWVET,

2t=10] Ef 12}21 (Korean)

FO AR HBte| A2 =S BF 1 4 O A|™ 1,877.932.2738 (TTY: 1.800.735.2929)
HOZE ZOISIMA|R, HAILL 2 ZAE & 2AMeF 20| o7t = 252 fIot =21t
MH|AZ O 7HsTtL|Ct. 1.877.932.2738 (TTY: 1.800.735.2929) HO 2 2 9|5 A| 2.
olg{st MH|A= B2 XS E L L

_|

Of

ccNDWITID0 (Laotian)

UN90: TauanciegnInaosvgoscss uwigrgegunanloilumacs 1.877.932.2738 (TTY:
1.800.735.2929). £9.5609006CHOCITNIVVINIVTIIVHVLNID
cHucontzniicdudngevyvecardlintulne lolumacs 1.877.932.2738 (TTY:
1.800.735.2929). m9n03nanciinnvciegcseaslgaielos.

Mien Tagline (Mien)

LONGC HNYOUV JANGX LONGX OC: Beiv taux meih giemx longc mienh tengx faan benx meih
nyei waac nor douc waac daaih lorx taux 1.877.932.2738 (TTY: 1.800.735.2929). Liouh lorx jauv-
louc tengx aengx caux nzie gong bun taux ninh mbuo wuaaic fangx mienh, beiv taux longc benx
nzangc-pokc bun hluo mbiutc aengx caux aamz mborqv benx domh sou se mbenc nzoih bun
longc. Douc waac daaih lorx 1.877.932.2738 (TTY: 1.800.735.2929). Naaiv deix nzie weih gong-
bou jauv-louc se benx wang-henh tengx mv zugc cuotv nyaanh oc.
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YAt 29rBTES (Puniabi)

fors fe€: 7 3078 »rudt I feg Hee & 83 I 31 918 9d 1.877.932.2738

(TTY: 1.800.735.2929). "UTJIH & B A3 w3 A, frie fa 9% »3 ntsurdt i
TH3TeH, < QUBTU J&| 918 d 1.877.932.2738 (TTY: 1.800.735.2929). fFd AR@i HE3 5|

Pycckuit cnoraH (Russian)

BHMUMAHWE! Ecam Bam HyXKHa NOMOLLb Ha Ballem POAHOM fA3blKe, 3BOHUTE MO HOMEpPY
1.877.932.2738 (nuHua TTY: 1.800.735.2929). TaKk:Ke npeaoCTaBAAKOTCA CPeACcTBa U yCAyru ans
Noaeln ¢ orpaHMYeHHbIMM BO3MOXKHOCTAMM, HANPUMEP A0KYMEHTbI KPYMHbIM WPUGTOM UK
wpundpTom bpaiins. 3soHnTe No Homepy 1.877.932.2738 (nnHus TTY: 1.800.735.2929). Takue
ycnyrn npeaocrtasnsatoTca 6ecnnaTtHo.

Mensaje en espainol (Spanish)

ATENCION: si necesita ayuda en su idioma, llame al 1.877.932.2738 (TTY: 1.800.735.2929).
También ofrecemos asistencia y servicios para personas con discapacidades, como documentos
en braille y con letras grandes. Llame al 1.877.932.2738 (TTY: 1.800.735.2929). Estos servicios
son gratuitos.

Tagalog Tagline (Tagalog)

ATENSIYON: Kung kailangan mo ng tulong sa iyong wika, tumawag sa 1.877.932.2738 (TTY:
1.800.735.2929). Mayroon ding mga tulong at serbisyo para sa mga taong may kapansanan,
tulad ng mga dokumento sa braille at malaking print. Tumawag sa 1.877.932.2738 (TTY:
1.800.735.2929). Libre ang mga serbisyong ito.

uninlasimmIng (Thai)

Tdsanau: mnqmﬁaamimmmm%ﬁmﬂumﬁ:}waaqm n;m‘[mﬁ‘wﬂﬂﬁ%mmam 1.877.932.2738 (TTY:
1.800.735.2929) wananit gawsenlwanuTismdsussusmene 9 ﬁﬂ%%‘uqﬂﬂaﬁﬁmmﬁmi 5}
g 9 Adusnesiusaduazionmsfifiuidsisnyrwnalng ﬂgmﬂmﬁwvﬂﬂﬁﬂmmm
1.877.932.2738 (TTY: 1.800.735.2929) LifienlgswdmIuusnsmanit

MNpumitka yKpaiHcbKoto (Ukrainian)

YBATA! AKuio Bam noTpibHa Jonomora Balloo PifiHO MOBOO, TenedoHyiTe Ha HoOMep
1.877.932.2738 (TTY: 1.800.735.2929). /lioan 3 06MEKEHNUMU MOXKTNBOCTAMM TAKOXK MOXKYTb
CKOPUCTATMCA AOMNOMIKHMMMK 3acobamm Ta MOCAyramMmun, HanpuUKNaa, OTPMMATU SOKYMEHTH,
HagpYyKOBaHiI wWpudTom bpaiina Ta Benmkum wpndtom. TenedpoHynte Ha Homep 1.877.932.2738
(TTY: 1.800.735.2929). Lli nocnyr1 6e3KOLWTOBHI.

Khau hiéu tiéng Viét (Vietnamese)

CHU Y: N&u quy vi can tro gitip bang ngdn ngit cia minh, vui long goi s6 1.877.932.2738 (TTY:
1.800.735.2929). Chuing t6i cling hd tro va cung cap cac dich vu danh cho ngudi khuyét tat, nhuw
tai liéu bang chi¥ ndi Braille va chit khé 16n (chit hoa). Vui long goi s6 1.877.932.2738 (TTY:
1.800.735.2929). Cac dich vu nay déu mién phi.
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